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The problem
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The problem
Microservices
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Log file
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Developer

Why do i need to 
access a different 

log storage for every 
single microservice?

Source:https://pxhere.com/de/photo/1638940?utm_content=shareClip&utm_medium=refer
ral&utm_source=pxhere
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= Docker container = Microservice

● Developers have no information about
○ Location where error was thrown
○ Events that are related to the error

● Developers need to check every 
Microservice log file of every Docker 
container to find the error

● Developers need to manually reconstruct   
to the error related logs
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The solution
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The solution principle
Microservices

Fileserver

Backend

Frontend

Logs Developer

Wow, this is so 
convenient! I have 

all logs for every 
microservice in 
one location

Log storage + search engine

Logs

Logs Logs

Logs Logs

UI

Source:https://pxhere.com/de/photo/1639058?utm_
content=shareClip&utm_medium=referral&utm_sour
ce=pxhere
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The objective

• We want…
• one location, where logs can be accessed and analysed

• to see which logs belong to the same API request                    
(Log Correlation)

•For log analysis we need…
• to transform and structure logs

• to visualize and filter logs
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Desired dev experience
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The elastic stack
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Elastic stack workflow

STEP 1
Generate and 

format logs

STEP 2
Collect 

And transform 
logs

STEP 3
Store, search 
and analyse 

logs

STEP 4
Visualize and 
manage logs

Microservices Log shipper
Search and 

analytics engine
UI

Elastic stack
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Elastic stack layers

Microservices Filebeat

Generate and 
format logs

Collect logs and 
transform them

Store, search and 
analyse logs

Visualize and 
manage logs

Elastic stack
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Filebeat

• Takes care of log collection and transformation
• Log collection: Filebeat gathers every log from every 

microservice
• Transformation: Filebeat can perform basic 

transformations like decoding json or basic filtering
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Filebeat logs
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Elastic stack layers

Microservices Filebeat Elasticsearch

Generate and 
format logs

Collect logs and 
transform them

Store, search and 
analyse logs

Visualize and 
manage logs

Elastic stack
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Elasticsearch

• Takes care of log storage, search and analysation
• Log storage: Elasticsearch stores logs for performance 

reasons and log persistence
• Search: Elasticsearch uses a specific data model called 

indices, which optimizes log filtering and searching
• Analysation: Faster filtering and aggregation of logs 

enables a faster analysation of logs
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Elasticsearch logs
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Elastic stack layers

Microservices Filebeat Elasticsearch

Generate and 
format logs

Collect logs and 
transform them

Store, search and 
analyse logs

Visualize and 
manage logs

Logstash

Logstash

Elastic stack

Filebeat
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Logstash

• Can be used instead or together with filebeat
• Instead: Takes care of log collection and transformation
• Together: Filebeat takes care of log collection, logstash takes 

care of log transformation
• More options than filebeat but needs more resources as 

well
• Use logstash for complexity, use filebeat for performance
• Use them together if you need a lightweight log collector 

but more complex log transformations
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Filebeat vs Logstash

Feature Filebeat Logstash

Type Lightweight log shipper Heavyweight data pipeline

Resource Consumption Very low Higher (CPU and RAM intensive)

Data Sources
(Collecting)

Reads logs from files, JournalD, Syslog, Docker Supports more sources: Databases, APIs, Beats, 
TCP, UDP

Data Processing
(Transforming)

Simple (JSON decoding, basic filtering) Advanced (Mutations, GeoIP, DNS resolution, 
aggregations)
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Elastic stack layers

Microservices Filebeat Elasticsearch

Generate and 
format logs

Collect logs and 
transform them

Store, search and 
analyse logs

Visualize and 
manage logs

Elastic stack
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Not using a log collector

• You can send logs directly to elasticsearch (e.g logger 
configuration)

• Simpler architecture → easier maintenance and setup
• Better performance
• Own implementations for collecting and transforming 

logs
• No log caching in case of connection issues with 

Elasticsearch
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Elastic stack layers

Microservices Filebeat Elasticsearch Kibana

Generate and 
format logs

Collect logs and 
transform them

Store, search and 
analyse logs

Visualize and 
manage logs

Elastic stack
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Kibana

• Powerful UI, which takes care of log visualisation and 
management

• Visualisation: Kibana dashboard provides multiple 
visualisation options from charts over maps and more

• Management: Because kibana works as UI for 
elasticsearch, it has many log managing functionalities 
like index management or index lifecycle management
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Kibana dashboards
Picture came from a blog, if we want 
to publish this presentation we may 

need to replace this picture
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Elastic stack layer options

Microservices Elasticsearch Kibana

Generate and 
format logs

Collect logs and 
transform them

Store, search and 
analyse logs

Visualize and 
manage logs

Logstash

Elastic stack

Microservices

Filebeat

Kibana

Microservices

Logstash

Elasticsearch Kibana

Microservices Elasticsearch Kibana

Elasticsearch

Filebeat
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Alternatives
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Alternatives

● FluentD/Promtail ⇒ Loki ⇒ Grafana
○ Lightweight version of the elastic stack
○ Uses less resources
○ Easier to implement and run
○ Less powerful

● Cloud based alternatives
○ Datadog
○ New Relic
○ Azure Monitor

● Database based alternatives
○ Redash
○ Metabase
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Grafana Example

Source: https://commons.wikimedia.org/wiki/File:Grafana_dashboard.png
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Conclusion
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When to use elastic stack

• Elastic stack checklist:
• Complex systems/applications
• High log flow
• Many microservices or complex Microservice architecture
• Demand for log visualisation and/or management
• High demand on system stability and reliability

• There is no need for elastic stack if…
• Server resources are scarce
• Not a single point on the elastic stack checklist is fulfilled
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Summary

• The Problem: Logs are scattered over multiple locations 
and do not possess a clean structure

• The Solution: Collect and structure logs so they are easier 
to access and read

• Elastic Stack: Consisting of three components
• Filebeat/Logstash: Collects and Transforms logs
• Elasticsearch: stores, searches and analyses logs
• Kibana: Visualizes and manages logs

• Alternatives:
• Grafana stack
• Cloud based, database based
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